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EXECUTIVE SUMMARY 

The PREDICT project focuses on the development of a tool suite (iPDT) to support decision makers in 

large crisis situation to make better decisions. One of the important tasks in the software development 

activity is the elicitation of the user requirements from future end-users of the system (e.g. crisis 

managers). With the help of the user requirements, the lower level system requirements can be 

identified. The lower level requirements provide functional specifications of the system and define 

what needs to be implemented. In order to support elicitation of the user requirement an 

understanding of the userôs processes they follow to achieve certain tasks and goals is essential. Also 

an insight into the different information needs to fulfil these tasks and goals and is important for the 

identification of system requirements. 

To obtain an understanding of the userôs processes, cognitive task analysis can be used. One specific 

method that was used is Hierarchical Task Analysis (HTA) that helps to identify the different subtasks 

and sub-goals needed for a user to achieve a certain result (i.e. high-level goal or task). To perform a 

HTA, information was collected from end-user workshop sessions. For example in the Netherlands 

during one of the workshops a regional operational team (ROT) simulation was executed. The data 

collected from this simulation was used as input to construct the HTA tree with the different task and 

subtasks. The challenge, however, is to prevent that the HTA tree is too focused on a single type of 

crisis. In order to make the HTA tree generic enough to include also other type of crises, we used the, 

so called, BOB-model (similar to the OODA-loop used in the Netherlands) to identify the high level 

tasks crisis managers will have to work on during a crisis. From these high level tasks we identified 

lower level tasks using information that was generated during the ROT simulation and check that they 

could be used for two very different test cases. 

When the HTA was constructed we were able to identify where the different components of iPDT can 

play an important role in improving situation assessment and decision making. 
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2 Introduction 

A Decision-Support Systems (DSS) is an information system designed to support users in the 

decision-making process. Overall, a DSS improves the decision-making process by reducing the 

cognitive load on the human decision makers. 

In the PREDICT project, specifically in work package 6, DSS tools are co-designed and developed for 

decision-makers in crisis management situations. In crisis management, multiple organizations are 

cooperating in a distributed manner managing the effects of large scale disruptive events. Managing 

large scale crises involves a large number of variables, such as danger to critical infrastructures, care 

of victims, remediation of the source, and reducing the scale of the effects of the crisis. Crisis 

managers are given the task of using a finite set of resources, time and information to mitigate the 

cascading effects.  

For the three use-cases described in deliverable D7.1 (1), an integrated system is developed to help 

crisis managers cope with the cascading effects of a crisis. The overall design of this system 

facilitates foresight and prediction of possible events, and giving decision-support based on impact 

analysis of different possible future scenarios.  

In this deliverable, an analysis is detailed which was performed to guide the co-design of the DSSs in 

PREDICT. In order to determine in which part of the decision-making process the DSS tools 

developed in work package 6 are most advantageous, a cognitive analysis of end-users of the 

PREDICT DSSs is performed. The goal of this analysis is three-fold: 

1. Determine where in the decision-making process additional knowledge with regards to 

cascading effects is required.  

2. Discover how decisions are made with incomplete information on uncertain future courses of 

action. Furthermore, ascertain which actions crisis managers take to ensure that they obtain 

sufficient information as a basis for making their decisions. 

3. Assess the internal process taken to reach conclusions and decisions. Which heuristics based 

on experience are used by the crisis managers and how do they affect the decisions made. 

The goal of the analysis is to translate the acquired knowledge to concrete recommendations and 

requirements for the DSSs to be developed in PREDICT. Targeted mainly at recognizing in which 

cases the use of information systems could result in improved decision making. 

This document is organized as follows: in the remainder of this section, we briefly introduce the 

concept of cognitive analysis in Section 2.1, and describe this deliverableôs relation to other PREDICT 

deliverables in Section 2.2. Next, we present the different cases used in the PREDICT project in 

Section 0 together with used procedures, protocols, decision flows and tasks. Next in Section 4, the 

methodology used to perform cognitive analyses is described. In Section 4.1 we provide an overview 

of the literature related to cognitive analysis. In Section 4.2, we will detail the methods and approach 

taken in this deliverable. Next, in Section 5, we provide an analysis for the different cases using the 

methodology described in Section 4. In Section 6, the results of the cognitive analysis are interpreted 

and detailed. Finally, the conclusions are presented in Section 7.  
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2.1 On Cognitive Analysis 

In the face of large-scale crises, the process of decision-making places an extraordinary cognitive 

workload on groups of crisis managers. Given limited time and resources, they have to decide not 

only how to deal with a given situation, but also decide when they have enough information in order to 

make an informed judgement of alternatives. Moreover, they are often confronted with deciding 

between the lesser of two evils. Analyzing this work, with the ambition of designing information 

systems to assist decision-makers in these tasks, belongs to the realm of cognitive analysis.  

Section 4 details an overview of cognitive analysis methods and explains the approach taken for this 

deliverable. 

2.2 Relation to PREDICT deliverables 

This document supports the further refinement of the requirement specification in the deliverables 

D4.1 for the information clusters (2), deliverable D7.1 for the user requirements (1).  

The outcome of this deliverable is directly useful for the further development of the tools considering 

the tasks 6.3, 6.4, 6.5 and 6.6 (deliverables D6.3, D6.4, D6.5 and D6.6, respectively).  
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3 Description of Large-scale Crisis Scenario 

In order to find opportunities for practical innovations regarding real-time ICT support for enhancing 

the situational awareness of possible cascading effects, it is necessary to learn from real world cases 

and scenarios. In this section we will describe the procedures, protocols, decision flows and tasks of 

the PREDICT test-cases, namely the flooding of the Alblasserwaard in the Netherlands, the train 

derailment at the German-Belgium border and the container ship accident at the Helsinki harbor. 

Based on these descriptions, we try to identify where the PREDICT tools can play an important role to 

increase the situational awareness of the decision makers to make better decisions in emergency 

response situations regarding large-scale crises. 

 

3.1 Flooding of the Alblasserwaard 

3.1.1 Scenario 

One of the use cases that is investigated in the PREDICT project is the flooding of the Ablasserwaard 

area provided by the Safety Region South-Holland-South (VRZHZ):  

 

 ñThe high water level creates a breach in the dike near Gorinchem on the Upper Merwede. 

This failures the quays directly behind the primary barrier located Steenenhoek Canal. 

Immediately after the breakthrough a water depth of more than 2.5 meters in Gorinchem is 

reached. After an hour the water overflows Polder Hardinxveld. Within the first 7 hours after the 

flood the water depths in this polder rise up to four meters. At the same time, the water moves 

toward the north along both sides of the A27 where the Merwede in the east is completely 

water-repellent. 

 

 When the water after 16 hours reached Ameide, it spreads across the entire width of dike ring 

Lower Hardinxveld, south of the railroad Gorinchem - Leerdam is reached first. The N216 and 

the ñOttelandsche Vlietò have the greatest impact on the advancing waterfront. 

 

 During the third day after the breakthrough the cities in the west of the dike ring are flooded, 

namely: Papendrecht, Alblasserdam, New Lekkerland and Sliedrecht. From that moment the 

diked area west of the ñMerwedekanaalò is flooded where water depths occur up to 4 meters. 

After 7 days, the water passes through the Merwede and reaches the eastern part of the dike 

ring. 

 

 Along the railway Gorinchem Leerdam distributes the water itself towards the A2 and A27. On 

day 8 overflow these roads and the railway. Eventually almost the entire dike ring under water, 

except for the higher parts of Vianen and the area south of the Linge, see Figure 1.ò 
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Victims 8400 

Persons Flooded 185.500 

Flooded Area 36900 acres 

Damage 13.900.000.000 

euros 

 

 

 

Figure 1 Arrival of the water front given the dike breach at Gorinchem 

3.1.2 Coordinated regional incident relief procedure (GRIP) 

In case of incidents and large-scale crisis situations mono-disciplinary organizations such as the 
police, fire brigade, health organizations, etc. need to collaborate as a single multi-disciplinary team 
that can provide incident/disaster relief. In order to guarantee that this collaboration is established 
unambiguously the so called Coordinated Regional Incident Relief Procedure is used (in Dutch: 
ñGecoordineerde Regionale Incidentbestrijdingsprocedure (GRIP)ò). The GRIP-structure is not 
imposed by law, but is part of all the regional crisis plans (RCPs) of all the 25 safety regions in the 
Netherlands. The RCP plan of the safety region South Holland South can be found in (3). 
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GRIP is originally intended to provide a regional structure for involved incident organization to scale 
up their involvement in the incident. This scaling up of involvement entails collaboration between the 
different organizations. Parties that are involved in the GRIP-structure are first responder 
organizations, such as police, fire brigade, healthcare and the municipality that is involved in public 
order and safety. Depending on the size of the incident situation these organizations fall under the 
authority of the mayor or the chair of the safety region. Nowadays, the character of the GRIP-structure 
also goes beyond regional and can have a more national character in cases that a crisis situation 
requires such collaboration. This will typically happen when more than one safety region is affected by 
the disaster/crisis1. 
 
The main structure of the of the regional crisis organizations involved in incident response consist of 
an emergency call center, command at the incident (hereafter called CoPI), a regional operational 
team (hereafter called ROT) and strategic team at municipal level (called GBT hereafter) or at regional 
level (called RBT hereafter). The CoPI directly communicates with first responders in the field. See 
Figure 2 how the different regional crisis organizations are related to each other. 
 
 

 
Figure 2 Different GRIP teams 

 
Depending on the type of crisis different crisis partners can be added to the regional crisis teams. For 
example, in case of a flooding the liaisons of the water partners (such as the local water boards and 
national water board) will join the ROT. 
 
The GRIP-structure knows different levels that are relevant to the type of organizational structure used 
for crisis response. The regional levels are GRIP 1 to GRIP 4 and GRIP 5 and GRIP Rijk are national 
levels. In Figure 3 the different GRIP-levels are explained. 
  

                                                

 

1
 In this case we do not refer to an incident anymore, but a disaster or crisis. See also the explanantion of the 

different GRIP-levels in Figure 3. 
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GRIP-level Description 

1 Applies in case of an incident where multiple disciplines need to get involved to respond 
to the situation where there is a need for coordination between first response 
organizations of the safety region. Near the incident location a CoPI team will be set up 
that is responsible for the relief of the incident in the area where the incident started 
(source area). In other words, the incident is relatively local and does not (yet) affects a 
larger area. 
 

2 Applies in crisis situation that not only affects the area where the crisis started but also 
affects a larger area (effect area) around the crisis. In this case next to the CoPI an 
ROT will be set up as well at a fixed location in the region (mostly at the safety region). 
ROT focusses on the incident relief of the effect area. The ROT is highest operational 
organization in the region for crisis response. 
 

3 Applies in crisis situations that require strategic decision making such that the mayor 
needs to be involved. Here you think about decisions concerning emergency powers. 
Next to the CoPI and ROT also a GBT will be put into place. The GBT is the 
multidisciplinary advice team of the mayor that is in charge of making the decisions. The 
leader of the ROT receives strategic instructions from the mayor. In GRIP 3 we talk 
about an incident that is localized within one municipality. 
 

4 Applies to incidents where the effect area includes more than one municipality within 
one safety region. In this case the incident in not local anymore and GRIP 4 level is 
required. In case the incident organizations need to scale up from GRIP 3 to 4 the GBT 
will be replaced by the RBT and the chair of the safety region will be in charge of the 
decision making. In a GRIP 4 situation the affected area of the incident remains in one 
safety region. 
 

5 Applies to crisis situations where more than one safety region is affected. Scaling up to 
GRIP 5 is done in case there is need for strategic decision making on a more national 
level. In this level the chairs of the involved safety regions remain in charge of the 
decision making within their region. The safety regions together do appoint a single 
safety region as the coordinating organization in case or interregional situations. 
 

Rijk Applies to disaster/crisis situations that directly involve the Dutch ministries. In these 
particular situations the national safety or impact on societal function causing disruption 
to the Dutch society should apply. In a GRIP Rijk situation the minister of Safety and 
Justice is in charge except in case of very large-scale crisis situations the minister-
president will be in charge. 
 

Figure 3 Explanation of the different Dutch GRIP-levels 

 

  



  

Date: 22/02/2016 

Document ID: 

Revision: final 

 

 

15 

3.1.3 Incident Relief Plan for High Water and Floodings 

 
The main process that is generally used in crisis response and also in case of high water and flooding 
is shown in Figure 4.  

 
 

 

Figure 4 The main process that is used in case of large scale incidents/crisis situations in the 
Netherlands. 

 
 
This process always starts with alerting. In case the situation described in Section 3.1.1 starts to 
unfold the first thing that will happen is alerting by the National Water Board (i.e. Rijkswaterstaat 
(RWS)). RWS will issue an alert to the involved safety regions and municipalities. RWS is constantly 
monitoring the water levels on the rivers which allow them to provide a (preliminary) alert in case the 
water levels are very high. The centralized emergency call center (in Dutch: Gemeenschappelijke 
Meldcentrale, hereafter called GMC) will receive the high water alerts and is in charge of alerting all 
involved parties concerned about this type of incidence response. The GMC will also notify the mayor 
or the chair of the safety region in case of larger incidents. Moreover, the GMC is allowed to directly 
issue a GRIP 1 or 2 level (see (3)) that will result in setting up a CoPI at location of the incident and/or 
ROT at the involved safety region. In Figure 5 the configuration of the incident response teams are 
shown for different GRIP levels. The procedure that is followed in these type of situations is described 
in the incident relief plan (in Dutch: ñIncidentbestrijdingsplan (IBP)ò) (4).  
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Figure 5 Each GRIP level has an associated configuration of collaborating incident response 

teams (image taken from (3)) 

 

In case of a GRIP situation and the necessary stakeholders are alerted the overall current situational 

picture needs to be obtained. The safety regions and other involved partners use the ñLandelijk Crisis 

Management Systeemò (LCMS)2. LCMS allows the involved different parties to share information in a 

netcentric way such that everybody can see the same situational picture. This means that first 

responders at the CoPI see the same common operation picture as the tactical first responder in the 

ROT. Additionally, in the ROT specific flooding tools are used such as the LizardFlooding tool3 to 

provide an estimate of the possible water levels. Based the overall situational picture an incident/crisis 

relief strategy needs to be determined. This strategy defines what needs to be accomplished and what 

are the policy and tolerance boundaries in which this possible. When the relief strategy is determined 

it needs to be investigated how the strategy can be executed in terms of different actions. Form this, a 

multi-disciplinary action plan is defined. When the plan is available the work needs to be translated 

into concrete assignments for the involved first responders and supporting parties. This is typically 

executed by the different CoPIs involved. This process is continuous, that means that unexpected 

changes in the course of the crisis situations should be incorporated into the strategy, the action plan, 

and how the work is divided. This is to ensure that effective incident/crisis relief can be provided. 

 

                                                

 

2
 http://www.lcms.nl/ 

3
 http://flooding.lizard.net/ 
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3.1.4 BOB-method 

To determine the crisis relief strategy, the action plan and how the work should be divided the safety  

regions uses the so called BOB-method (Beeld-,Oordeel- en Besluitvormingsmodel) (5) (6) (7). The 

BOB-method consists of three phases that corresponds to understanding of the situation, 

judgement/weighting of the options, and choosing a decision based on a set of options. The BOB-

model is used by, for example, the Regional Operational Team (ROT) of the safety region Holland-

Midden in the Netherlands (6). 

The BOB-method can be compared to the OODA-loop that refers to the decision cycle observe, 

orient, decide and act developed by the military strategist and USAF Colonel John Boyd (8). The initial 

phase of the BOB-method, i.e. óBeelvormingô that can be compared to the ñObserveò-phase of the 

OODA loop. In this phase the following type of questions need to be answered: 

¶ What do we know? 

¶ Is what we know correct? 

¶ What donôt we know? 

¶ Do we really need this type of information to make a correct decision? 

¶ How are we going to collect the information? 

 

The second phase of the BOB-method is the ñOordeelvormingò-phase that can be compared to the 

Orient phase in the OODA-loop. In this phase the following questions need to be answered: 

¶ What is the goal? 

¶ What concerns do we have? 

¶ What could help us to take those concerns away? 

¶ What are the conditions that are required for a certain decision? 

The final phase of BOB-method is the ñBesluitvormingò-phase, which can be compared to the 

ñDecideò-phase of the OODA-loop. In this phase the following type of questions need to be answered: 

¶ What do we decide? 

¶ What are we going to do? 

¶ Does everybody know what decision is taken? 

¶ Does everybody agree with this decision? 

 

3.1.5 ROT Simulation 

The obtain a better understanding of the process that is used in crisis response an ROT simulation 

event was organized by the Safety Region South-Holland-South at an end user workshop on October 

15th, 2015 at the safety region South-Holland-South in Dordrecht, the Netherlands. The participants of 

the ROT simulation were presented with the Predict flooding case, i.e. the flooding of the 

Alblasserwaard area due to a dike breach at Gorinchem described in Section 3.1.1. In their role they 
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were asked to participate in an ROT meeting given that a water surge will reach Gorinchem in 

approximately 4 days and potentially cause the dike breach (see the Dutch invitation letter in 

Appendix B). They were also asked to consider the following generic question: 

¶ What are the cascade effects of a dike breach at Gorinchem in time and consequences within 

and outside the region? 

 

Additionally the following specific questions were asked as well: 

¶ What is the chance of a timely and successful evacuation considering the availability of vital 

infrastructures such as transport and communication? How much time is available and 

required for this task? 

¶ Under what type of conditions will non-evacuated people be exposed? What does this mean for 

rescue given the available time and where to start? 

¶ What are the pros and cons for timely shutdown of vital infrastructures such as energy, ICT, 

drinking water, transport routes for immediate security, possibility of evacuation and for later 

repair of vital infrastructures? What are the consequences for other parts of the country? 

¶ Is it possible and useful to protect certain services against consequences of flooding? 

¶ Which areas are suitable/not suitable to receive evacuated people, first responders considering 

the availability of the vital infrastructures? 

 

In order for the participants to prepare in advance for the ROT simulation they were asked to consider 

the type of information required for answering these questions within their own organization and what 

information they will need from other organizations. 

In Figure 6 the setup of the participants of the ROT simulation is shown with the position of the two 

cameraôs that were used to record the session. The numbers correspond to the different participants 

involved in the ROT discussion. The setup of the ROT simulation is slightly different then a real ROT 

meeting. In a real ROT meeting the critical infrastructure participants, such as telecom/ICT and energy 

providers, would not directly take part in the ROT meeting. For the analysis this was actually beneficial 

since it gave more insight into the process of eliciting the right information for the decision making 

process. Beside the participants that were directly involved in the ROT meeting (participants 1 to 10) 

other participants could also comment on the discussions.   
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The participants that were directly involved as part of the Regional Operational Team were: 

1. Operational leader from  VeiligheidsRegio Zuid-Holland Zuid 
2. Information manager VeiligheidsRegio Zuid-Holland Zuid 
3. Consultant disaster management (Glerum Consultancy)  
4. Regional Operational Team member police (Police Haaglanden) 
5. Regional Operational Team member Defence (Defence) 
6. Advisor area services (Environment Services Zuid-Holland Zuid) 
7. Policy officer planning local waterboard (Waterschap Rivierenland) 
8. Water Quality manager (OASEN) 
9. ICT manager (KPN) 
10. Head incident management Railways (ProRail) 

 
Participants involved as external parties:  
Á Projectmanager EU projects (VRZHZ) 
Á Industrial designer (TRT-NL) 
Á Projectleader (TNO) 
Á PREDICT coördinator (TNO) 
Á Portfolio manager Crisis Management (Studio veiligheid) 
Á Researcher (TRT-NL) 
Á Policy Officer Crisis Management (VR Haaglanden) 

 

The ROT simulation took two hours and was led by the Dutch partners of the project (VRZHZ, TNO 

and TRT-NL) and translated by TRT-NL for the purpose of this deliverable. The anonymous 

transcription can be found in Appendix A.  

 

Figure 6 The ROT setup used during the HTA discussion of the Dutch flooding 
use case 
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3.2 Train derailment at the German-Belgium Border 

The railway accident scenario is located on a track at the German-Belgium border near the German 

city of Aachen (see Figure 7). Train 1 is the "Dangerous Goods Trainò coming from the West side, it is 

formed by 2 trucks and 26 cars with tanks and solid dangerous goods mixed. Train 2 is the ñCargo 

Trainò coming from the East side; it is formed by 1 truck and 14 wagons with general containers.  

 

Figure 7 Location of the railway accident near three boarders (NL, B and D). 

The train 1 derails just before the tunnel at t0. Train 2, exiting the tunnel 6 minutes later, crashes into 

the first one. In the meantime, the wind direction has changed. The accident location is difficult to 

access with vehicles thus for rescue forces. After the crash, a smoke plume from the fire of the 

dangerous goods goes towards the city of Aachen which is 5 km North-East (see Figure 8). It starts to 

reach the city 60 min after t0. 

 

 Figure 8 Image of the location of the accident with a scheme of the derailed cargos of train 1 
(red bars) and train 2 (yellow bars). 

 

In the case of a railway accident, there is no warning, or early sign. Railway accidents are typically 

due a technical failure, a human error, sabotage or an accident created by a third party. It is mostly 
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contained locally but it often has fatalities. These accidents have typically high media coverage. The 

typical other impacts are financial, operational and on the reputation of the railways companies.  

The initial scenario has been confronted to the railway test-case workshop in Cologne in November 

2015. After this workshop, the scenario has evolved to put more emphasis on the cascading effects 

and to shift slightly the scope from the railway management to the regional organization team / crisis 

management group. This new scenario version has been validated at the second UIC workshop. The 

detailed description with for each step what are the possible consequences, decisions and actions, 

who are the entities involved and finally who is making the decision, is listed in Appendix C p. 101.   

Secondly, to better cover the specificity of the train derailment test case, which may involve a reduced 

number of critical infrastructures but certainly evolve many parties in the chain of command, it was 

also decided to study historical reports similar to our test case. This has the advantage of being ñreal 

world casesò and few recommendations for the tools can be extracted but, in the other hand, we 

cannot ask more questions to the parties involved in that time. As also mentioned in the DoW, the 

goal of this study is to identify where decision-makers would have been able to do a better job if 

certain basic information would have been available. UIC proposed to the consortium to study the 

report concerning the fire on Eurotunnel freight shuttle 7412 between United Kingdom and France on 

11th September 2008 (report: Affaire n° BEATT-2008-015) and the report of the Lac-Mégantic 

runaway train and derailment on 5th July 2013 in the province of Quebec in Canada (Transportation 

Safety Board of Canadaôs (TSB) Railway Investigation Report R13D0054). The first report is a 

binational one between UK and France and is available in two languages including English. The 

Canadian report is also available in the French and English.  

In the shuttle accident, a binational plan was activated, it is called BINAT. Two centralized control 

rooms are activated on the two side of the Channel. In France it is the ñposte de commande 

op®rationnelò PCO and in UK it is the incident control center (ICC). Both centers are activated to take 

control of the emergency services and coordinate with Eurotunnel but one takes the lead. The lead is 

given to the center the closest to where the incident occurred. Half of the tunnel is French and the 

other half is British. 

In the Lac-Mégantic accident, the type of crisis is very close to our test-case with a derailment, fire 

(crude oil) and pollution. The crisis was managed locally by the Lac-Mégantic fire department with the 

support of other fire departments from the State of Maine. Five years before the accident, the 

Transportation of Dangerous Goods (TDG) regulations were amended to extend Emergency 

Response Assistance Plan (ERAP) requirements to include additional flammable liquids. However, at 

that time, crude oil was not considered because in 2008 volume of crude oil transported on railways 

trains was not significant 

3.2.1 Train derailment decision points 

In the PREDICT scenario, the chain of events and the main decision points are illustrated in Figure 9 

(much more details can be found in Appendix C p. 101). After the first train derailment, the first 

decision point is regarding the traffic (stopped or non-stopped). For the interest of the project, it is not 

stopped in time and the second train crashes into train 1. This crash creates a fire which can lead to 

different consequences depending of the following factors: the chemistry involved, the weather 
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condition, the accessibility of the site, the rescue resources, etcé Zones can either be defined as 

secured or non-secure. In the meantime, smoke is accumulating. The second decision point in the 

scenario is: can the fire be considered as extinguishable quickly or not. The decision to extinguish the 

fire is highly depending on the type of chemicals involved, since some do react severely with water, 

thus leading to a different direction of the scenario. In this test-case, a plume created by the fire is 

pushed by the North-East wind and goes towards the city of Aachen. Please note that, if the weather 

would have been set differently, the Netherlands or Belgium could have been affected. In this 

scenario, a large sport event happens in Aachen, the Crisis Management Group (CMG) has then to 

take important decisions regarding a possible evacuation of the stadium. The main questions are: 

where to bring them in a safe place and how to transport the people taking into account the additional 

road traffic created by citizens panicking. Furthermore, in the meantime, rescue teams may have to 

take care of injured people and dispatch them in Aachenôs hospitals or further. 

 

Figure 9 Chain of events and decision points in a linear scheme. 

 

For the good execution of the scenario in the tool, we can define two relevant decision nodes and 
one so-called « influencer » for the crisis management group. 

Å Decision nodes: 

ï Evacuation options on stadium 

Å EvF: Evacuate children and adults by foot (no bus) 

Å EvB: Use buses (inc. waiting for them) 

ï Creation of CMG & coordinated communication 

Å CMG+: coordinated press & CMG created 

Å CMG-: uncoordinated press & CMG not created 
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Å Influencer (partially known, uncertainty) 

ï BUS-: buses unavailable in time 

ï BUS+: buses available in time 

As it is a railway accident, railway managers are the first entity to be in charge. All railway 
manager and recues teams have well defined emergency protocols. This is of course the case in 
this « land » of Germany. For all entities involved, their responsibilities and actions are primarily 
based on laws, directions and internal guidelines / plans. Additionally in crisis and catastrophic 
situations all actions are influenced by the experience and responsibilities of those involved. There 
are in Germany many relevant internal directives / guidelines for the railways. A list of references 
can be found in the following table. Aside to the railways regulations, there are the specific ones 
for the federal police, state police, fire departments (which are not listed). In the PREDICT 
scenario, the first persons involved are the train driver and the train dispatcher located at the train 
operation center (see Appendix C p. 101). Then because of the quick evolution of the scale of the 
accident, the lead of the crisis management is quickly transferred to the local authorities in 
Aachen. 

German Railways Internal regulations 

Reference Title 

KoRil 101.0210 Risikominimierung (DB Mobility Network Logistics) 

RRil 048.1002 Entsendung (Ausland) 

RRil 048.1003 Auslandseinsätze im DB-Konzern 

Ril 11402 Handbuch ITK-Sicherheit 

RRil 123 Notfallmanagement, Brandschutz 

RRil 124.0100 Brandschutz im DB-Konzern 

RRil 135.0101 Corporate Security 

RRil 135.1001 Krisenmanagement 

RRil 135.1002 Krisenmanagement international 

RRil 135.1301 Präventive Evakuierung 

RRil 135.1401 Umgang mit nicht zuzuordnenden Gegenständen 

Ril 41010  

- 410.1601 

Reisezüge im Fernverkehr begleiten  

- Brandschutz- u. Rettungskonzept in Nachtzügen 

Ril 420  

- 420.1000 

Betriebszentralen DB Netz AG  

- Störungsmanagement Betriebszentralen 
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Ril 423 Notfallmanagement DB Netz AG 

Ril 602 CareNet - Betreuung Betroffener bei Störungen und (Groß-) 

Schadensfällen 

Ril 61303 Notfallmanagement DB Schenker Rail Deutschland AG 

Ril 61501 Transportleitung Personenverkehr 

 

3.2.2 Eurotunnel freight shuttle accident 

3.2.2.1 Description of the accident 

This accident is close to the derailment test case of the PREDICT project as it involves a crisis 

management at a level which can be considered ñregionalò but it is also a binational crisis. The 

infrastructure has also an Information system controller called ISIS. This system similar to the LCMS 

system in the Netherlands and the BORIS system in Finland but is here limited to the Eurotunnel 

zone. A performant sharing information system appears as one of the top request expressed by the 

end-users interviewed in the different workshops in WP7 and WP8. According to the report, ISIS is 

responsible for supervising the operation as an integrated information system. This allows to process 

and supply in real time information to the staff concerned relating to the quality of the rail service. The 

system is the principal tool for providing information relating to dangerous substances to other 

controllers and to the emergency services if necessary. 

Summary of the events (extract of the report): 

ñOn 11 September 2008, Eurotunnel freight shuttle 7412 departs from the English terminal of the 

Channel Tunnel at Folkestone on time (15:36 hrs). It is carrying twenty-five lorries and two vans. The 

amenity coach, in which the lorry drivers are travelling, is in its normal position, immediately behind 

the leading locomotive. At about 15:54 hrs, a fire is detected on board the train. The train stops just 

before 15:59 hrs near marker PK49, which is in the last third of the tunnel.  Of the 32 people on board 

the train, 28 are quickly evacuated to the service tunnel. Four passengers who had ventured into the 

rail tunnel are recovered a little later; the first two at about 16:13 hrs and the last two at about 16:26 

hrs. The operations involved in the evacuation to the French terminal end at 18:44 hrs, i.e. almost 3 

hours after the start of the event. Fire-fighting operations start at 16:56 hrs. They are fully operational 

by 17:53 hrs and end the next day at around 12:00 hrs. The fire did not cause any deaths or serious 

injuries; 6 people with slight injuries were evacuated to hospital in Calais. Regarding equipment, all 

the loaded wagons and lorries were affected by the fire. Both locomotives and the amenity coach 

suffered damage due to the high temperatures and smoke to which they were exposed. The North 

Tunnel, in which the shuttle was travelling, suffered considerable damage and could not be reopened 

to traffic until February 2009. The initial cause of the fire is still not known exactly, but we suspect that 

a road vehicle caught fire and the fire spread to the whole of the rake. It should be noted that one of 

the vehicles on board had an electrical fault, resulting in it being impossible to turn off its headlights, 
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and this vehicle was in the part of the rake where the fire appears to have started.  The investigation 

by the two French and UK organizations (BEA-TT and RAIB) was performed jointly, in accordance 

with the agreement between them. It mainly concerns the performance of the evacuation and fire-

fighting operations, with particular attention paid to any factors that might have made these operations 

more difficult or more dangerous, and any mishaps that might have been observed.ò 

3.2.2.2 Analysis of the accident 

An analysis has been conducted by the authors of the report. This time, minor injuries to people were 

reported but things could have been worst. Many factors are reported that have delayed the 

evacuation process and affected actions of the firemen. The main factors identified by the 

investigation are:  

Â ñThe stopping point of the shuttle, which meant that the amenity coach door normally 

used for evacuation was not opposite a cross-passage,  

Â The fact that the amenity coach door normally used for evacuation was locked out of 

use,  

Â Communication difficulties between the chef de train and the passengers, 

Â The delay in opening the cross-passage door and starting the supplementary 

ventilation system,  

Â Excessive delays in attacking the fire, connected with electrical safety procedures,  

Â Numerous faults in technical systems.ò 

These are the brut results of the analysis but the authors of the report proposed also 39 

recommendations, which cover the 6 following areas:  

Â Evacuation,  

Â Fire-fighting,  

Â Rolling stock,  

Â Infrastructure and equipment,  

Â Procedures and tools used by the rail control center,  

Â Safety management system. 

A clear bottleneck in the crisis management organization has been identified. At the time of the 

accident, the rail control center was organized in a way that its supervisor has to monitor all of the 

actions taken by the other controllers. The supervisor is quickly overloaded because, in several 

procedures, the various controllers all have to refer to him. The report states that ñthis centralization 

has, amongst other things, the following consequences: 

Â loss of communication between controllers causing lack of decision-making, or delays,  

Â ineffective supervision as the supervisor cannot concentrate on the most important 

areas.ò 

Among the 39 recommendations of reports, four appears to be very relevant for the PREDICT project 

and five other might be interesting.  
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3.2.2.3 Main recommendations: 

Here are the sections of recommendations which are judged to be very relevant for the PREDICT 

project because of the possible parallelism between this accident and the UIC test case in Germany. It 

clearly states the necessity to improve the tools and to the training of the personnel. 

Â ñRecommendation No. 25 (Eurotunnel): Examine ways of improving the tools available 

to the EMS controller to lighten his workload, in particular to limit the information 

received to that which requires immediate action. Examine the possibility of a method 

of presentation according to the level of priority so that the controller has help in 

determining the order in which tasks have to be dealt with. 

Â Recommendation No. 30 (Eurotunnel): Examine the possibility of improving the 

procedure for implementing the rules of the ñspeed tableò by redistributing duties 

between the supervisor and the RTM controller. 

Â Recommendation No. 31 (Préfecture, Kent police, emergency services, Eurotunnel): 

Examine the possibility of improving information and decision-making channels 

between the site of the incident, the RCC and the ICC/PCO in order to limit the amount 

of time lost. 

Â Recommendation No. 39 (Eurotunnel): Improve training and the processes for 

assessing the skills of operating personnel (particularly the RCC controllers and train 

crews) so that they are better prepared for emergency situations.ò 

3.2.2.4 Second order recommendations 

The following recommendations are of interest to the PREDICT project but more indirectly. The 

human factors are stressed as well as the improvement of the different communication channels. 

Again a centralization of the information in a system with different levels of access and different filters 

depending on who is accessing the system appears unavoidable. 

Â Recommendation No. 2 (Eurotunnel): With support from specialists in human factors, 

improve the distribution of information and instructions to passengers in the event of an 

evacuation, taking account of those who do not speak English or French and the 

predictable behavior of passengers in a stressful situation. 

Â Recommendation No. 5 (Eurotunnel): Look at what steps need to be taken to ensure 

that information entered into the ISIS system is correct and to prevent any ambiguity in 

the interpretation of the data by the emergency services. 

Â Recommendation No. 10 (Eurotunnel): Examine the feasibility of a system that would 

make it possible to know the location and progress of a fire so that it can be fought 

effectively 

Â Recommendation No. 19 (Eurotunnel): Examine whether simple measures and rapid 

implementation could improve the current coverage of the track-to-train radio before 

installing GSMR or whether changes to the procedures are needed to take account of 

the frequency of faults. 

Â Recommendation No. 23 (Eurotunnel): In liaison with the emergency services, examine 

how the transmission of information to the UK external emergency services (Fire 
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Brigade, Ambulance, Police) could be speeded up in order to limit the FD controllerôs 

workload.  

3.2.3 Lac-Mégantic train accident 

3.2.3.1 Description of the accident 

Like in the PREDICT test-case, it is an international transport of dangerous goods but this time from 

the United States to Canada. The accident happened in a city called Lac-Mégantic. This accident is 

one of the largest train accidents by its impacts as it happened in a city. Nearly 50 people died, 2000 

people were evacuated, many buildings were destroyed and the area was contaminated. The scale 

and type of fire experienced after the crash can serve as a reference to our PREDICT derailment test-

case. The major differences are that the PREDICT test-case is set to happen in the country side, that 

rescue teams will have difficulties to reach the site and that the crisis involves into an air pollution over 

a city. It was clearly reported in the Lac-Mégantic crisis that despite the challenges due to the size of 

the accident, the response was well coordinated. However, it was also reported that for several hours, 

all work at the site stopped due to concerns about the ability of the railway to cover all emergency 

response costs. This interruption obviously slowed down the process. At the end, the fire departments 

were able to protect effectively the inhabitants as well as the remaining city surrounding the accident. 

The fire departments received the support of many organizations: MMA (Montreal, Maine & Atlantic 

railway), CN (Canadian National railway), RAC (the Railway Association of Canada), the federal and 

provincial governments, WFSI (World Fuel Services Inc.), the importer (Irving Oil Commercial G.P.), 

the petroleum industry, and environmental remediation companies. In Canada, cities are far away 

from each otherôs. As a consequence, the transport of foam to stop the fire was organized from a 

refinery in Lévis, which is about 180 km away from Lac-Mégantic. Compared to the previous 

Eurotunnel freight shuttle accident, the report is more oriented as an investigation to identify the 

issues and the course of the events. 

MMA has a Safety Management System (SMS) which is exactly a tool like iPDT. It is more a system 

to list and monitor the different measures put in place for safety. But, an important part of SMS is to 

identify applicable process for: 

ñ(i) identifying safety issues and concerns, including those associated with human factors, 

third-parties and significant changes to railway operations, and 

(ii) evaluating and classifying risks by means of a risk assessmentò 

Summary of the accident (extract of the report): 

ñOn 06 July 2013, shortly before 0100 Eastern Daylight Time, eastward Montreal, Maine & Atlantic 

Railway freight train MMA-002, which was parked unattended for the night at Nantes, Quebec, started 

to roll. The train travelled approximately 7.2 miles, reaching a speed of 65 mph. At around 0115, when 

MMA-002 approached the centre of the town of Lac-Mégantic, Quebec, 63 tank cars carrying 

petroleum crude oil (UN 1267) and 2 box cars derailed. About 6 million litres of petroleum crude oil 

spilled. There were fires and explosions, which destroyed 40 buildings, 53 vehicles, and the railway 
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tracks at the west end of Megantic Yard. Forty-seven people were fatally injured. There was 

environmental contamination of the downtown area and of the adjacent river and lake.ò 

ñThe hydrocarbon recovery and cleanup operation began as soon as the fire was extinguished and 

the site was stabilized, approximately 2 days after the derailment.ò 

3.2.3.2 Analysis of the accident 

The analysis of the accident led to many findings. 18 were listed as ñcauses and contributing factorsò, 

16 as ñriskò, and 6 as ñothersò. Within all these findings, many are technical linked to the defective 

brake system. Without brakes, the train ran down the hill and the derailment was caused by the high 

speed in the curve the Mégantic West turnout. After the derailment, a third of the tank car shells had 

large breaches, which rapidly released vast quantities of highly volatile petroleum crude oil, which 

ignited, creating large fireballs and a pool fire. From an organization point of view, it was reported that 

MMA did not provide effective training to ensure that crews understood and complied with rules 

governing train securement. Furthermore, finding Nr. 14 says that MMAôs ñsafety management system 

was missing key processes, and others were not being effectively used. As a result, Montreal, Maine 

& Atlantic Railway did not have a fully functioning safety management system to effectively manage 

riskñ. We can highlight that any tool, either used as a set of protocols or a possible decision support 

tool like iPDT must be keep up to date and complete. 

3.2.3.3 Main recommendations: 

From the accident investigation report, five main recommendations were made. There are listed 

below. The most important for the PREDICT project is the last one (R14-05). We can derive a need 

for a more advanced tool. 

R14-01: ñThe Department of Transport and the Pipeline and Hazardous Materials Safety 

Administration require that all Class 111 tank cars used to transport flammable liquids meet enhanced 

protection standards that significantly reduce the risk of product loss when these cars are involved in 

accidents.ò 

R14-02: ñThe Department of Transport set stringent criteria for the operation of trains carrying 

dangerous goods, and require railway companies to conduct route planning and analysis as well as 

perform periodic risk assessments to ensure that risk control measures work.ò 

R14-03: ñThe Department of Transport require emergency response assistance plans for the 

transportation of large volumes of liquid hydrocarbons.ò 

R14-04: ñThe Department of Transport require Canadian railways to put in place additional physical 

defences to prevent runaway equipment.ò 

R14-05: ñThe Department of Transport audit the safety management systems of railways in sufficient 

depth and frequency to confirm that the required processes are effective and that corrective actions 

are implemented to improve safety.ò 
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3.3 Container ship Accident at the Helsinki Harbor 

3.3.1 Scenario 

Vuosaari harbor is a seaport facility in Helsinki, Finland. The harbor, located in the suburb of Vuosaari 

in East Helsinki, handles goods traffic for the Helsinki region. Passenger services remain in Helsinki 

city center. The part of the Vuosaari fairway that is closest to the harbour is narrow, and vessels are 

not allowed to meet in that last part of the fairway. In this test case, a container vessel óXXô with 1000 

containers arrives at Vuosaari harbour in Helsinki. The vessel contains, besides other goods, 

hazardous and noxious substances as cargo in several containers. The vessel óXXô has to wait in the 

waiting area due to another vessel leaving the Vousaari harbour. Due to a blackout vessel óXXô loses 

its power and the south-east winds grounds the ship on small islets at position 60Á11,0ôN 025Á11,9ôE 

(Figure 10).   

  

Figure 10: The location of the grounding of the Vessel óXXô 

Due to the grounding a crew member is injured, a fuel oil leak occurs (it is unclear how much oil is 

leaked into the sea but it drifts towards the Vuosaari fairway), two containers were lost and one was 

damaged. In the beginning it is unclear which containers dropped into the sea (unknown material with 

a possible risk to the population, rescuers and environment). 

The damaged container leaks phosphoric acid. The phosphoric acid reacts with aluminum, which 

results in a, possible explosive, hydrogen gas cloud as well as irritating vapors. Some members of the 

crew have been affected by the hydrogen gas cloud and need to be evacuated and they require 

immediate medical care. The wind shifts from south-east towards east, transporting the cloud towards 

densely populated areas in eastern Helsinki. Due to traffic stopping and the gas cloud this scenario 

has a high economical and human impact.  

The accident takes place in the fairway leading to Helsinki harbour called Vuosaari. Due to the 

accident the maritime traffic to Vuosaari harbour would have to be closed and the road traffic to 

Vuosaari would be restricted. The value of the cargo traffic at the Port of Helsinki represents 

approximately one third of the value of the entire Finnish foreign trade and two-fifths of the Finnish 

foreign trade transported by sea. Cargo traffic at the Port of Helsinki consists mainly of Finnish foreign 
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trade imports and exports. The core of the cargo traffic consists of goods transported in containers, 

trailer trucks, trailers and similar units. Cargo arriving at the goods ports of Helsinki consists mainly of 

consumer durables and foodstuffs, as well as raw materials and semi-finished goods for the industry. 

Export goods comprise products of forestry and metal industry, as well as foodstuffs, textile products 

and glassware. Vuosaari Harbour serves container and roro traffic. South Harbour and West Harbour 

serve RoRo traffic transported by passenger ships. In responding to such an international maritime 

incident in the harbour of Finland the following organizations are involved (responsible for several 

tasks and subtasks): 

3.3.2 Organizations involved in the maritime test case 

The organizations involved are categorized into two groups: 1) public authorities and 2) public and 

commercial private stakeholders. The public authorities are listed as follows: 

o Finnish Border Guard; 

o Finnish Navy;  

o Finnish armed forces; 

o Helsinki Police Department;  

o Finnish Environment Institute;  

o Finnish Transport Safety Agency;  

o Finnish Transport Agency4;  

o Helsinki Rescue Department;  

o Finnish Meteorological Institute.  

The functionalities of these public authorities are summarized in Table 1. In addition to the public 

authorities, CI operators are also involved in the test case, either directly or indirectly via liaisons: 

o Transport (ocean and short-sea shipping) (Helsinki harbour (Vuosaari harbour owner)); 

Shipping companies transporting to/from Vuosaari harbour; 

o Energy (oil production, transmission and distribution) (Oil company);  

o Companies operating in Vuosaari harbour; 

o Healthcare (medical and hospital care) would be in a raised readiness. 

  

                                                

 

4
 Environment institute and transport (safety) agency are all administrations under ministries (Ministry of 

Environment and Ministry of Traffic and Communications). 
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Table 1 Functionalities of the public authorities involved in the maritime test case 

Organizations Tasks and subtasks 

Finnish Border Guard  - Search and Rescue, aerial surveillance, 
transporting the MIRG group to casualty, 
evacuating the crew. 

- Locating the lost containers, chemical response, 
oil pollution response,  chemical pollution 
response, Chemical diving  

Finnish Navy  - Locating the lost containers, chemical response, 
oil pollution response,  chemical pollution 
response, Chemical diving  

Finnish armed forces  - (tasks in addition to those of Navy): Preparing for 
the evacuation, other assistance to police. 
Mapping the locations of oil on shore 

Helsinki Police Department - Preparing for the evacuation, warning the 
population, traffic control, keeping persons away 
from danger zones 

Finnish Environment Institute  - Leading the oil pollution response, leading the 
chemical pollution response, leading the locating 
the lost containers with pollutants. Compiling 
information on the properties and  environmental 
effects of the oil and chemical pollution 

Finnish Transport Safety Agency  - Inspecting the vessel before towing can start 
- Restricting the road traffic to Vuosaari area 
- Restricting the air traffic in the accident area 

Finnish Transport Agency  - Granting a Place of Refuge, Closing the fairway 
to the harbour, Issuing warnings to mariners 
regarding the lost containers and oil pollution 

Helsinki Rescue Department  - Firefighting, MIRG, oil pollution response., 
chemical diving, chemical pollution response 

Finnish Meteorological Institute - Providing weather forecast. Providing oil drift 
forecasts and chemical transport forecasts 

3.3.3 The storyline of the maritime test case 

The maritime test case contains a pre-defined storyline with a sequence of events associated with 
different process. Each event has a time point associated indicating the time during the test case 
running. The storyline with all the events is listed in 
 
Table 2. This table contains only events for the process vessel dynamics. Other events describing the 
dynamics of objects like crew, container, oil leak, and chemical leaks, etc. are provided in dedicated 
deliverables in WP7. 
 

Table 2 The storyline with all the events in the maritime test case 

 Event Consequence Additional information 
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T0 Grounding The vessel is damaged. 

Water is leaking in. 

Fuel is leaking to sea. 

Possible cargo damages  

T0 + 0h20min Vessel's captain sends a 

mayday message 

Authorities alerted VTS services and 

Border Guard get the 

alert at same time. 

Border Guard alerts 

SYKE. Helsinki Rescue 

Services is alerted as 

well. 

T0+0h40min Further information from 

vessel captain: A container 

is leaking in the deck and 

a cloud is forming. It 

seems that some 

containers have been lost 

to sea. 

Cloud of unknown 

substance with unknown 

consequences.  

Authorities will find out 

further information on 

the cargo and the 

leaking substance. 

T0+1h Due to possible danger to 

other ships sailing in the 

fairway, the Finnish 

Transport Agency closes 

the fairway 

Other ships cannot enter 

to or depart from 

Vuosaari harbour. 

Vessel managers/cargo 

owners contact other 

harbours and truck 

companies to get the 

goods transported. 

T0+2h Additional damages 

probable, the leaks can 

get worse. 

The vessel can capsize; 

there might be a risk of 

explosion. 

Due to e.g. weather 

T0+3h       

T0+4h Checking the vessel 

damages by divers 

Plan for towing the vessel 

from the rocks based on 

diving reports and napa 

calculation and other 

scheduling 

Permission for the 

towing given by maritime 

inspector 

T0+5h       

T0+6h       

T0+12h Vessel towed to Vuosaari   vessel owner can start 
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harbour for place of refuge preparing for the 

contract to fix the 

dameges 
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4 Methodology 

As detailed in Section 2.1, methods developed in the field of Cognitive Task, and Work Analysis are 

appropriate for the goals of this deliverable in the context of the PREDICT project. In this section, we 

will detail the theoretical foundation for the applied methods. Moreover, an overview of the practical 

implementation of the analysis is given. 

 

4.1 Background 

Cognitive Engineering (9) (10) is the collective term of methods and frameworks centered on the 

design of systems based on cognitive limitations of operators. It encompasses several frameworks 

developed to perform Human-Centered Design based on cognitive aspects of work in general, task 

design and decision making. Cognitive engineering is an approach to help guide the design of 

technology, training, and processes in complex systems. 

Two key frameworks within the field of cognitive engineering are: 

¶ Cognitive Work Analysis (CWA) is a framework used to model complex sociotechnical 

work systems (11) (12) (13). CWA can be used to describe constraints introduced by the 

design and purpose of a system. The goal of a CWA task is to describe these constraints for 

a specific domain, and use this description in order to guide the design of the system. 

¶ Cognitive Task Analysis (CTA) focuses on describing tasks in terms of cognitive 

requirements from a user (14) (15). Typical tasks that can be explored using CTA methods 

are decision-making, problem-solving, memory, attention and judgement. In general, task 

analysis methods can be applied in order to identify the structure, flow and attributes of 

tasks. Where the final goal is to identify the (cognitive) process required by a systemôs user 

to accomplish a certain objective. 

Using CWA methods, a complete analysis of a work domain can be performed. This means mapping 

all characteristics and constraints in a particular part of crisis management. Given that we want to 

analyses the work of decision makers, CWA may include, for instance: noise levels in a meeting room, 

the way different specialists are arranged in a room, the time available for a crisis meeting, the time it 

takes for the crisis to develop or the time it takes for actions to be performed. Mapping such 

constraints gives a comprehensive overview of the conditions faced during this work.  

Contrary to CWA, CTA methods focus on the execution of a specific task. CTA methods allow 

analysts to systematically map cognitive processes. Related to crisis management for instance, this 

approach would analyses what crisis managers pay attention to, which strategies they use to make 

decisions given the knowledge they have, and what they try to accomplish. 

Based on the goal of defining requirements for decision support tools, CTA provides the more 

appropriate framework for the goals of this deliverable. This leaves us with the definition of a 

framework for analyzing cognitive requirements given some task. In order to explicitly determine 

requirements for decision support systems using CTA, a broader framework is required in which the 

acquired knowledge can be translated into formal design specifications. 
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Decision-Centered Design (DCD) (16) focuses the design of systems on providing support when 

making decisions in challenging circumstances. The framework distinguishes itself from other 

approaches by focusing purely on the challenging decisions that humans face. By using Cognitive 

Task Analysis (CTA) methods to identify important aspects of decision-making, DCD translates these 

into requirements for the system under consideration.  

DCD is described in five stages, depicted in Figure 1. Although in this document we will focus on the 

first three stages, leaving the evaluation stage for the work (to be) performed in PREDICT work 

package 7 and the application design to the respective work in work packages 4, 5 and 6. 

 

Preparation Knowledge 

Elicitation 

Analysis & 

Representation 

Application 

Design 

Evaluation 

Understand the 

domain, tasks, and 

users 

Identify cognitively 

complex tasks 

Use CTA methods to 

understand critical 

decisions 

Identify team structure 

and communication 

Decompose data into 

discrete elements 

Identify user decision 

requirements 

Identify the central 

issues and themes 

Build prototype 

systems and 

processes 

Transition decision 

requirements into 

design concepts 

Determine how to best 

support user decision 

making 

Determine which 

metrics would best 

measure performance 

Test whether system 

supports user 

Recommend 

redesigns to provide 

greater support 

Domain 

Understanding Key Decisions Leverage Points Design Concepts Impact Estimate 

Figure 11 Stages of decision-centered design. 

 

1. The goal of the preparation stage is for the analyst to gain understanding of the domain. This 

includes among others: gathering documentation regarding procedures, terms and jargon, 

and determining roles and tasks within the domain. 

2. The knowledge elicitation stage uses CTA methods to identify key decisions to be made. 

Different approaches to CTA may be viable in different domains in order to get an overview of 

how decisions are made. A more in-depth description of CTA is provided in the following 

paragraph. 

3. During the analysis and representation stage, the qualitative results from the CTA are 

organized into discrete elements that will support the goals of the project. Different methods 

are available for the representation of decision requirements, in order to structure the aspects 

of the task to be supported. 

4. Applying the knowledge to the system occurs in the application design phase. A common 

method used is to design so-called mock-ups, or a prototype of the systemôs user interface. In 

order to rapidly evaluate the system and incorporate feedback into the design. 
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5. Evaluation is the process of determining whether the previously identified challenges are in 

some way incorporated in the systemôs design. Generally, scenarios can identify whether key 

decisions are better supported in the systemôs design. 

Following the DCD approach requires both formal and informal approaches to the work described in 

the five stages. The preparation task requires cooperation with the targeted decision-makers, for 

instance using interview techniques or observation to gain an understanding of the domain. 

Performing the knowledge elicitation stage requires the application of methods described in the 

framework of cognitive task analysis. Several such methods can be selected and applied based on 

the goals, available resources, and requirements of the analysis. Analysis and representation of the 

collected data depends heavily on the type of data collected in the knowledge elicitation step. 

Qualitative data requires interpretation by designers, whereas quantitative data can be immediately 

mapped to concrete requirements. In Section 2.2, the methods applied in this deliverable will be 

described and substantiated. 

4.2 Methods used in this analysis 

4.2.1 Hierarchical Task Analysis (HTA) 

In the previous section we discussed Cognitive Task Analysis (CTA). One method that we used to do 

the cognitive analysis is called Hierarchical Task Analysis (HTA). HTA can be used to break down the 

tasks involved in the decision making process of crisis managers during a crisis. In its basic form, HTA 

provides an understanding of the tasks a user needs to perform in order to achieve certain goals. The 

tasks required to achieve these goals can be broken down into multiple levels of subtasks. In order to 

prevent situations in which it is not clear why a certain task is required, tasks and sub-tasks are often 

replaced by goals and sub-goals in a HTA, respectively. In this way, at each level in the tree, it is 

always clear what goals and sub-goals the user wants to achieve. From the goals the tasks that need 

to be performed for this goal can relatively easily be identified.  

 

In order to illustrate how the HTA works, a small example is shown in Section 4.2.1. This figure shows 

a HTA for the goal of doing groceries at a local supermarket. At the top the ódoing groceriesô goal is 

specified. In order to do groceries several sub-goals are required, namely 

¶ óMake a listô to identify which products to buy at the supermarket; 

¶ óGet productsô, getting the required products from the shelves. This requires ógo to supermarketô 

in order for you to be physically at the supermarket and get the products 

¶ óPay productsô, since you will have to pay for the retrieved products such that you are allowed to 

take them home. 

This simple example illustrates how a HTA can be created based on a hierarchy of goals and sub-

goals. 
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Doing 
Groceries 

Make a list Get products 

Go to 
supermarket 

Pay products 

 

Figure 12 Simple example of a HTA 

5 Scenario Analysis 

In order to understand where the PREDICT tool can provide additional support in the described use 

cases in Section 0 we focus on the Hierarchical Task Analysis (HTA) discussed in 4.2. In order to 

generalize over the different cases we focus on constructing an HTA for each case by using the 

OOD(A) loop where we developed the necessary sub-goals to take a decision (level 0). The Observe 

main sub-goal (level 1) is concerned with situation awareness by collecting information from different 

sources; it is detailed in section 5.1.1. The Orient main sub-goal (level 1) is where the information 

collected is evaluated; all the different options are screened and weighted. More details can be found 

in section 5.1.2. The last main sub-goal, called decide, is where the options are filtered; few are 

selected together with the key information, justifying this option and explaining the possible 

consequences. The sub-goals of the two main goals Observe and Orient can partially be performed in 

a parallel process, however the Decide main goal and sub-goals require direct inputs from Observe 

and Orient main goals. This will become clearer in the following sections. 
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Figure 13: The 3 main sub-goals (level1) to advice a decision maker facing a crisis at level 0.  

 

5.1 Flooding of the Alblasserwaard 

 

In the case of the Dutch flooding scenario, the main decision to take was about the evacuation of a 

region within the Netherlands. In this scenario, the crisis starts at t0 - 4 days before the breach occurs 

and the floods starts. The decision of evacuation can typically be taken at any moment, but the 

consequences of this decision can significantly change if it is taken too late. Therefore, decisions on 

how to evacuate needed to be clarified for the flooding scenario, e.g. horizontal or vertical 

evacuation5, where to evacuate to, which evacuation routes to use etc. Many of these possibilities 

have been discussed during the dedicated workshop and led to the need of following a relief strategy 

to take the best decision and minimize the casualties. In the following sections we discuss the 

different subgoals Observe, Orient and Decide of the HTA. 

                                                

 

5
 In horizontal evacuation people are physically relocated to a safe area, while in vertical evacuation people 

remain at their houses and move to a higher floor to wait out the crises or to be evacuated at a later point in 
time. 

Provide adequate advice to the 
decision maker to minimize the 
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(collect information, 
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Orient towards the 
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external information) 

(level 1) 

Decide on the best 
option  

(Filtering possible options, 
select possible options, 

select best option) 

(level 1) 
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5.1.1 Sub-goal ñObserveò 

 

Figure 14: Sub-levels of the main sub-goal Observe of PREDICT HTA 

 

The sub-levels of the main sub-goal Observe of our PREDICT HTA are described by the tree depicted 

in Figure 14. The first 2nd level sub-goal is to build an image of the situation and to foresee scenarios 

of evolution. The second sub-goal is to prioritize the themes taking into account the bottlenecks. From 
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this, we developed 3rd and 4th level goals. Please note, that the sub-goals do not need to be fulfilled in 

the given order. 

To build the flooding situation the following sub-goals have been identified: 

Â One needs to look at the physical models and the pre-calculated flooding maps of the 

Dutch Rijkswaterstaat institute. 

Â The critical/vital infrastructure needs to be located ideally in a GIS system and the case 

of flooding with their altitude / resilience to floods in centimeters. A special care will be 

given to sites of SEVESO type. 

Â The tactics in place needs to be collected (procedures at different levels, similar 

historical cases, etcé). 

Â The sub-goal is to collect information: 

- The cause of the threat has its importance depending of the threat and also to 

know who will be leading the crisis. 

- The density of population needs to be known geographically and if possible as 

a function of the time of the day.  Additionally, the resilience of the citizens 

needs to be known, i.e. can people evacuate on their own and how many 

people need help. 

- If the floods started, the water height is needed. This item can be generalized 

as the metric of the event.  

- The current social events in the area need to be known, as they influence 

greatly the density of population and possibly resources are already allocated. 

- In order to evacuate or send rescue teams, the status of the roads traffic needs 

to be known. Thanks to sensors, live traffic can be displayed as an additional 

layer in a GIS interface. 

- Information is needed on how long vital infrastructure will/can remain 

functioning after the breach or maybe need to/can be shut down. 

- Many information transits via various telecommunication channels (such as 

social media), a team need to monitor these channels and pick-up the most 

relevant pieces of information. 

- Finally, key information can be coming from crisis partners such as: neighboring 

safety region, members of a minister or a board of experts, CI liaison. Please 

note: when this incident occurs, decision making, communication, and actions 

will be calibrated with the national levels.  

To prioritize the themes taking into account the bottlenecks, two sub-goals have been identified.  

Â The communication needs to be carefully prepared. The content of the message, its 

timing and the choice of the channel is very important especially in case of an 

evacuation. For instance, an evacuation could be done in waves, towns after towns at 

different time of the day to try to limit the traffic jams. All these prepared options need 

to be prioritized. 

Â Mitigation actions can be of different types. If a flood occurs because of a breach in a 

dike, depending of the size of the breach you can decide to try to close it with sand 
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bags brought by trucks and helicopters or it is known that it is impossible to close the 

breach and you will concentrate your efforts in protecting the population and critical 

infrastructures. A second valid example in case of flooding is about the electrical 

network. There is a clear trade-off: the population and the operational on field would 

like to have electricity as long as possible, yet the electricity is not shut down by 

people, but stopped directly by the water level, the recovery time and costs are 

substantial. Therefore, all these possible mitigation actions need to be prioritized.  

5.1.2 Sub-goal ñOrientò 

 

Figure 15: Sub-levels of the main sub-goal Orient of PREDICT HTA 
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The sub-levels of the sub-goals Orient are described in Figure 15. In short, the goal is to elaborate on 

possible scenarios, perform a first analysis, and evaluate. Again, it is composed of many lower level 

sub-goals which do not need to be fulfilled in the given order. Furthermore, few of these lower level 

goals overlap, this is certain, but they are distinguished to fit in such tree.  

Information was collected during the Observe main goal. This information is consequently analyzed 

and evaluated in a lower level goal of Orient. Furthermore, as 3rd level goals, the impact of the 

information is analyzed and the missing information (gaps), or the known dilemmas, are identified. An 

example of such dilemmas could be when you have to choose between two CIs to be protected. 

A second sub-goal (level 2) is the initial interpretation of the incident by experts of the crisis 

management staff. This item is subjective as it is based on the experience and skills of the expert. 

Beginners could not perform this task. 

A third sub-goal (level 2) is an important one; it is the scenarios analysis to foresee how the situation 

might evolve. To achieve these goals, the following 3rd level goals are proposed, they are iterative. 

Â The elaborated scenarios need to be evaluated in terms of risks and impacts. 

Â Information is a continuous flow, then new relevant information needs to be integrated 

in the scenarios being elaborated. 

The scenarios are ranked following at least the three following situation: most probable, worst case, 

best case, etcé 

The 4th sub-goal (level 2) is to define the bottleneck of the different scenarios. In the case of a 

flooding, the bottlenecks could be, for instance, the trade-off between maintaining electricity, and 

damaging the electricity network; the fact that a CI cannot be protected; the fact that a city is too 

populated to be evacuated before the water blocks the population; the fact that communications roads 

will be quickly unavailable, etcé  

The 5th sub-goal (level 2) follows as well the 3rd sub-goal scenarios analysis as it is the evaluation of 

how the scenarios develop. The most probable, worst and best scenarios typically follow a series of 

ñeventsò. Each event has a probability to occur and it triggers one or many other events by cascading 

effects. This articulation of events is never trivial and need to be evaluated by experts, especially 

when the uncertainties reach large values. 

The 6th sub-goal is to define the possible courses of actions to mitigate the situation. These courses of 

actions needs to be set together and they rely on higher order goals (3rd and 4th): 

Â The availability of resources 

Â A specific timeline which has two phases: 

- The preparation phase 

- The execution phase 

Â A communication strategy 

The 7th sub-goal is linked to the 6th goal courses of actions and is about ranking and proposing 

mitigation actions. In this task, the possible mitigation actions are typically weighted and possibly 

discussed within a small team, in order to rank them. This ranking will help in proposing a shorter list 

of possibilities.  
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The final sub-goal (level 2) is linked to the previous one and with the sub goal task 3.3.1 of the main 

sub-goal Decide: Define pros, cons and dilemmas. Based on the shorter list of ranked mitigation 

actionsô, the options are evaluated and pro and con arguments are prepared. We remind that in this 

goal and last sub-goal, the decision is not taken, the output of this goal orient the decision. 

5.1.3 Sub-goal ñDecideò 

 

Figure 16: Sub-levels of the main sub-goal Decide of PREDICT HTA 

The Decide sub-goal is to provide the decision maker with the necessary information formatted in 

such a way that he can make a judgement. The key information is required; the best option is typically 

proposed with few good other options. Each option is motivated in terms of risk and impact. The lower 

levels of the sub-goal decide are listed in Figure 16. 

To realize this sub-goal, the two first main sub-goals Observe and Orient must be completed as direct 

inputs are taken from them. Based on the information on scenario provide, everything is prepared, so 

if the decision maker accepts the proposed decision, the action will be immediately started. 

Â A limited number of course of actions is chosen. 

Â Each course of action needs to be formulated to be dispatched at different level. 

- The timeline are established 

- The crisis partners are informed so they get ready on their side. 
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- The course of actions is formulated in a different way with different source of 

information for the different operational and decision maker levels 

Â The choices of the courses of actions are specifically formulated for the mayor or the 

DM. The DM needs arguments and key information to understand and accept a course 

of action. The main aspects creating dilemmas (pro & con) must be explained in a 

concise way. All these information must be ñstraight to the pointò so no confusion is 

created delaying the final decision. 

Â Obviously, the source of actions that will be executed by the operational is coordinated 

by the Command Place Incident (CoPI). The CoPI needs to receive the course of 

actions in their corresponding format to be ready themselves and to perform the last 

sub-goal. 

Â A course of action requires resources on field. The different resources must be 

checked, and pre-requested by the CoPI. Some course of actions might require large 

source relocation or even resources imported from neighboring regions. As many 

courses of action are possible, the sub-goal is to be ready for most of them and be on 

stand-by for the final decision. 

 

5.2 Train Derailment at the German-Belgium Border 

The scheme used in this deliverable to perform the cognitive analysis is the Hierarchical Task 

Analysis explained in Section 4.2.1. The main goal remains to advice a decision maker on how to deal 

with the crisis effectively. Again, for the analysis, we will construct the HTA based on the OODA 

approach where the 3 main sub-goals are ñObserveò, ñOrientò and ñDecideò are worded out.  

5.2.1 Sub-goal ñObserveò applied to the derailment test-case 

In Figure 17 (next page), the primary sub-goals (1.x) (level 2) remains the same, the lower level (1.x.x 

sub-goals) have been modified to fit better the derailment test-case.  

¶ The models (1.1.1) have been replaced by the historical data of such type of accidents. 

¶ More detailed CI sectors have been listed as sub-goals (1.1.2.x) 

¶ As mentioned before, the tactics rely on different protocols. The different types have been 

listed  as sub-goals (1.1.2.x) 

¶ The sub-goal 1.1.4 Collect information was general enough, minor editing was performed. 

¶ The possible mitigation actions (1.2.2.x) have to be planned in parallel as different the crisis 

is in two locations: the accident site and the city of Aachen. 
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Figure 17: Sub-levels of the main sub-goal Observe of PREDICT HTA applied to the derailment 
test-case 
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5.2.2 Sub-goal ñOrientò applied to the derailment test-case 

In Figure 18, the primary sub-goals (2.x) were already general enough to be applied to the derailment 

test-case. The 2.x.x sub-levels have slightly been modified to fit better the derailment test-case like 

the available resources (sub-goal 2.6.1). Again this sub-goal applies to two principal locations of the 

crisis (the accident site and the city of Aachen). 

 

 

Figure 18: Sub-levels of the main sub-goal Orient applied to the derailment test-case 
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5.2.3 Sub-goal ñDecideò applied to the derailment test-case 

The last sub-goals (3.x) were also general enough to be applied to the derailment test-case. At the 

end, the use of such format allows a rigorous justification of the decision and a clearer definition of the 

actions. All the sub-goals can be traced which is also important for post event analysis. 

 

Figure 19: Sub-levels of the main sub-goal Decide of PREDICT HTA 

 

5.3 Container ship Accident at the Helsinki Harbor 

For similar reasons as in the cargo derailment test case, it was not feasible to conduct the HTA 

analysis during the Helsinki test case workshop with end users via real interviews. Re-organizing such 

a meeting to have interviews with them is not practical too due to the limited resources available and 

the overhead, especially the language translation issues. Nevertheless, based on the workshop 

protocols and several ad-hoc meeting and conference calls with some of the end-users, an HTA 

analysis focusing on the ñObserveò, ñOrientò and ñDecideò goals is described in the following parts of 

this section. 

3.Decide 

3.1. Choose course 
of action 

3.2. Formulate 
course of action 

3.2.1 Establish 
timeline 

3.2.2 Inform crisis 
partners 

3.2.3 Scaling of the event 
at the coresponding level 

3.3. Formulate 
advice for major 

3.3.1 Define pros, 
cons and dilemmas 

3.4. Instructions  

for CMG 

3.5. Ask for 
resources 
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5.3.1 Sub-goal ñObserveò applied to the maritime accident test-case 

In Figure 20, the sub-goals on level two remain the same as in the flooding test case: focusing on 

situation building and theme periodization. The goals on the third level however have been adapted 

better match the specific requirement of the maritime test-case.  

 

Figure 20: Sub-levels of the goal Observe of PREDICT HTA applied to the maritime test-case 
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the incident 
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affected area (military 
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1.4.6. Communication infrastructure 
monitoring  

1.4.7. Crisis partners specific information 
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5.3.2 Sub-goal ñOrientò applied to the maritime accident test-case 

In Figure 21, the high-level general goals for ñOrientò stay the same as the other two test cases: 

focusing on the orientation ï analysis of the situations based on history and earned knowledge.  

Specific steps in the concrete sublevels are adapted to the maritime cases based on ad-hoc 

discussions with the end-users from public authorities involved in this test case. 

 

Figure 21: Sub-levels of the goal Orient applied to the maritime test-case 
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5.3.3 Sub-goal ñDecideò applied to the maritime accident test-case 

Similar to the Decide goal in the flooding test case, this goal focuses on the presentation of 

information in an appropriate fashion so that decision makers can quickly understand what is 

happening in the ñmonitoredò world and make decisions.  

Often, there are multiple choices that the decision makers can perform. Several of them can be 

presented based on the risk and impacts if the decision has been made (calculated based on a 

simulated world). The detailed hierarchical structures of the goal Decide are listed in Figure 22. 

Based on the situational awareness process, the decision making goal consists of the following 

essential parts for the maritime cases: 

Â The most possible scenarios are proposed by the system or based on the heuristics of 

the decision taker ï mostly on the strategic level. 

Â Impacts and consequences are calculated based on simulated world. This involves e.g. 

the impacts to the environment, to other logistic process, to the citizens, etc. 

Â Decision makers ï the authorities like the environmental units presented in Section 

3.3.2 ï will check these possible results by comparing them in a quantified way 

Â CI operators, who are also closely involved in this process as described in Section 

3.3.2, will also get notifications via liaisons. 

 

Figure 22: Sub-levels of the goal Decide of PREDICT HTA for the maritime test case 
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6 Consolidation of the HTA Analyses 

The HTAs described in the previous sections has been generalized in this section. The results are 

shown in .  Figure 23
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Figure 23: HTA tree proposed for the PREDICT project 
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The HTA-based cognitive analysis provided in Section 6 shows the basic tasks in crisis management 

for the flooding test case in the Netherlands. It uses the goals and sub-goals with the organizational 

structure and different types of roles that are involved in both situational awareness and decision 

making phases. In this section, the HTA results are used as inputs to improve tool development by 

addressing the tasks and subtasks that can be automated or partially automated via the integrated 

PREDICT tool suite (iPDT) during the crisis management process. For more details about the various 

components of the iPDT, such as Scenario-based Reasoning (SBR), MYRIAD, Dynamic Process 

Integration Framework (DPIF)/Dynamic Expert Integration Network (DEIN) and PROCeed refer to (2). 

We will focus on the commonalities among three test cases so that the tool recommendations will be 

general enough for the application in all three cases. 

In the following sections we will identify the goals and sub-goals and identify those where the 

corresponding tasks can be automated or partially automated by using the integrated PREDICT tool 

suite ï iPDT. 

6.1.1 Tasks in ñObserveò goal  

The goal ñObserveò derives tasks for collecting data to improve situational awareness. The data 

collected can be classified into two categories: 

¶ Static data that normally do not change (at least during crisis situations); availability of 

various resources like the total number of different kinds of first responders (such as fire 

fighters, police, etc.; geo-locations of different critical infrastructures.) 

¶ Dynamic data, such as the development of the threats, e.g. the water depth and rising rate 

of a flood, traffic jams on main streets and highways, meteorological data, ocean currents, 

operational states of critical infrastructures. 

For static data, their model can be embedded into the system beforehand since they do not change 

during the crisis management process. For dynamic data, they must be provided at runtime by on-site 

forces or smart sensors. 

Some of the goals or corresponding tasks, which can be automated via the integrated PREDICT tool 

suite - iPDT, are listed as follows: 

¶ Look at Rijkswaterstaat models ï the model can be pre-installed within iPDT and 

visualized at runtime to information managers and decision makers 

¶ Locate critical and vital infrastructures ï the geo-location of CI can be identified during 

system development and correlated during crisis with the areas affected by threats 

¶ How many people are living in the affected area ï part of the static data that can be 

integrated into iPDT 

¶ What is the current water height ï this information need to be provided by on-site forces, 

smart sensors or flood simulators, depending on the running mode of iPDT 

¶ Current events in the affected area ï similar to the information about water height, this 

kind of information need to be provided by external system like on-site forces, simulators etc. 

depending on the running mode of iPDT. The added-value of PREDICT, or iPDT in 
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particular, is presenting the cascading effects and their possible consequences based on 

computer simulations6. 

¶ Mitigation actions (evacuation) ï possible action candidates can be pre-defined in iPDT and 

instantiated at runtime by decision makers. Via collaborative system, the actions will be sent 

to real actors like fire brigades, polices, etc. to execute the actions. 

6.1.2 Tasks in ñOrientò goal 

The goal ñOrientò derives tasks for analyzing the data collected in the ñObserveò goal to improve 

situational awareness during crisis situations. Collecting data is just the beginning of the whole crisis 

management process. By further analyzing the data, useful information for decision making can be 

retrieved and applied. This major task takes place on a more semantic level compared to the data 

collection task. 

Some of the goals or corresponding tasks, which can be automated via the integrated PREDICT tool 

suite - iPDT, in the analysis phase are listed as follows: 

¶ Analyze and evaluate information ï based on the context information available, the 

consequences of threats will be classified in a coarse way. For instance, if the flooding 

happens in a densely-populated area, the potential risk is much higher. 

¶ Interpretation of the incident ï potential consequences will be calculated. 

¶ Scenarios analysis (probable, worst, best) ï SBR is designed to handle the analysis of 

large-space scenarios 

¶ Possible courses of action ï the scenario editor is used to define possible developments 

of storylines and actions. 

¶ Propose/rank mitigation action ï the Bayesian Network based SBR will be developed to 

rank and filter possible scenario developments. Together with MYRIAD, the risks of actions 

are calculated and the actions are then ranked. 

6.1.3 Tasks in ñDecideò goal  

The tasks derived from the goal ñDecideò focus on making decisions based on situational awareness 

during a crisis. All the data collection and data analysis are performed for making ñgoodò decisions to 

respond to certain incidents. 

Some of the goals and corresponding tasks, which can be automated via the integrated PREDICT tool 

suite - iPDT, in the analysis phase are listed as follows: 

¶ Choose course of action ï this task can be partially automated in iPDT. Multiple actions can 

be defined based on the scenario descriptions. During training, the actions can be selected 

                                                

 

6
 The first-order events will be reported by external system, and the possible the 2-order and 3-order events will 

be predicted based on the computer model available ï for operation mode, the simulation must be faster than 
the real happening. 
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and instantiated by decision makers; in operation time, they can choose or create their own 

actions based on their experiences7. 

¶ Ask for resources ï if the resources are constantly updated based on the event from 

different sources, such as, hospitals, police, traffic, etc. then the resources inquiry process 

can be automated for effective decision making. The overview of the current status of all 

available resources will provide strong evidences to help crisis mangers to make a decision. 

¶ Instructions for CoPI(s) (Command at Place of Incident) ï as long as the decisions are 

taken, someone needs to execute the decision. For instance, the crisis mangers decide to 

perform an evacuation of certain region, as part of the management team, CoPIs will get the 

commands to perform the evacuation. They will get the message via iPDT clients that are 

connected to the iPDT server. The message will be pushed to the clients, a mobile device 

for instance, and the execution progress will be tracked as well and pushed back to the 

server so that the crisis managers know what is happening on site. In training mode, where 

most of these are simulated, the commands will be sent to software agents and executed 

based on pre-defined logics. 

Finally, all the tasks from the HTA results that can be automated in iPDT are summarized in Table 3. 

 

Table 3 Summary of the goals and tasks that can be automated by iPDT 

Goal/Task Name Features of iPDT iPDT Comp.  

Look at 

Rijkswaterstaat 

models 

the model can be pre-installed within iPDT and visualized at 

runtime to information managers and decision makers 

PROCeed 

Locate critical and 

vital infrastructures 

the geo-location of CI can be identified during system 

development and correlated during crisis with the areas 

affected by threats 

PROCeed 

How many people 

are living in the 

affected area 

part of the census data that can be integrated into iPDT as 

static data 

PROCeed 

What is the current 

water height 

this information need to be provided by on-site forces, smart 

sensors or flood simulators, depending on the running mode 

of iPDT 

Sensors, 

Threat 

Simulators 

                                                

 

7
 Theoretically, it is also possible to model actions for operation mode. A knowledge engineer is needed to 
ñtranslateò the domain knowledge from domain experts to computer systems. That induces, however, a huge 
amount of work and is not the focus of the PREDICT project. 
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Current events in 

the affected area 

similar to the information about water height, this kind of 

information need to be provided by external system like on-

site forces, simulators etc. depending on the running mode of 

iPDT. The added-value of PREDICT, or iPDT in particular, is 

presenting the cascading effects and their possible 

consequences based on computer simulations 

PROCeed 

FPT- 

simulators 

Mitigation actions 

(evacuation) 

possible action candidates can be pre-defined in iPDT and 

instantiated at runtime by decision makers. Via collaborative 

system, the actions will be sent to real actors like fire 

brigades, polices, etc. to execute the actions 

PROCeed, 

SBR, MYRIAD 

Analyze and 

evaluate 

information 

based on the context information available, the 

consequences of threats will be classified in a coarse way. 

For instance, if the flooding happens in a densely-populated 

area, the potential risk is much higher 

PROCeed, 

SBR 

Interpretation of 

the incident 

potential consequences will be calculated MYRIAD 

Scenarios analysis 

(probable, worst, 

best) 

SBR is designed handle the analysis of large-space 

scenarios 

SBR 

Possible courses 

of action 

the scenario editor is used to define possible developments 

of storylines and actions 

Scenario 

Editor 

Propose/rank 

mitigation action 

SBR is developed to rank and filter possible scenario 

developments. Together with MYRIAD, the risks of actions 

are calculated and the actions are then ranked. 

SBR, MYRIAD 

Choose course of 

action 

this task can be partially automated in iPDT. Multiple actions 

can be defined based on the scenario descriptions. During 

training, the actions can be selected and instantiated by 

decision makers; in operation time, they can choose or 

create their own actions based on their experiences 

MYRIAD 

Ask for resources if the resources are constantly updated based on the event 

from different sources, such as, hospitals, police, traffic, etc. 

then the resources inquiry process can be automated for 

effective decision making 

PROCeed, 

MYRIAD 

Instructions for 

CoPI(s) (Command 

In operation mode, CoPIs will get the commands sent by the 

crisis managers via iPDT platform. Based on pre-defined 

PROCeed 
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at the Place of 

Incidents) 

regulations and checklists, CoPIs use available resources 

and execute the decision. The progress of the execution will 

be reflected into iPDT so that crisis managers are able to 

monitor the situation. 

 

6.2 Impacts on tool design and development 

Based on the analysis results of Section 4 and 5, we have a list of tasks that can be automated and 

implemented in the PREDICT tool suite - iPDT. This section focuses on the design decisions of iPDT 

to fine tuning the systems focusing on GUI usability, platform interoperability, architecture, etc. to 

efficiently and effectively support this list of ñautomatableò tasks. The impacts are organized in two 

categories: impacts on separate tool components and impacts on the integration clusters. 

6.2.1 PROCeed 

PROCeed is the primary component in iPDT to provide advanced situational awareness. For the three 

test cases developed in PREDICT, scenarios containing possible timelines, CI models with 

dependencies, spatial objects, sectors of interests, etc. will be built and used as models for the 

execution of PROCeed. 

PROCeed front-end will be used as the main GUI for decision makers for both training and operation 

modes. The KISS (keep it simple and stupid) in software design will be used to provide a concise user 

interface with minimum information presented. This avoids information overflow during training and 

real crisis. Web as a platform for information exchange will be adopted as the fundamental technical 

basis to enable collaborations between different roles during crisis situations. The reverse-proxy 

based design (see (17)) will provide maximum flexibility for an iterative agile development and 

deployment of iPDT. 

6.2.2 MYRIAD 

MYRIAD focuses on decision making by analyzing the risks. It is the major component in iPDT to 

calculate the quantified consequences ï as risks ï of a decision made by crisis managers. KISS 

principle is extremely important for MYRIAD, because during the crisis, decision takers normally do 

not have enough time to systematically analyze the situation, an intuitive and outstanding visualization 

plays a critical role to make a good decision. 

For training purposes, the provenance of a risk also needs to be identified. With the word provenance, 

the following aspects are meant: 

¶ What has caused the consequence? For instance, a decision was made by crisis managers 

and based on the simulation, a handful of people are injured. By analyzing the models in 

MYRIAD and PROCeed, a causal model can be presented in a graphical way, which 

denotes the threats, the incidents and the decisions that caused the consequences. 
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¶ Why does the consequence happen? The methods used to calculate the risks will be 

presented. For instance, different risk indicators are available for different sectors and the 

one during the training will be provided and used as part of the provenance. 

To be able to seamlessly integrate with PROCeed, RESTful APIs will be provided. A simplified GUI 

will be provided to be either embedded into PROCeed or as a standalone web application. More info 

about the risk indicators can be found in (18). 

6.2.3 SBR/DEIN 

SBR targets on filtering on the number of possible scenarios based on observations with the help of 

probabilistic graphical models (also known as Bayesian networks (19)).  

SBR works closely with PROCeed together to approximate the possible future developments of 

scenarios. The possible scenario developments are dependent on the user actions or decision taken. 

SBR helps to filter on the possible scenarios by selecting the most probable evolution paths and 

present it to the users. Additionally, a dedicated graphical user interfaces is under development that 

allows the user to explore the set of possible scenarios directly. Based on a domain model the user 

can update the set of possible scenarios based on observations and also perform what-if exploration 

(i.e. make assumptions about the occurrence of certain events). 

RESTful APIs are provided to enable the communication between SBR and PROCeed.  

The DEIN (Dynamic Expert Integration Network) system provides experts with a personalized 

software assistant that allows easy sharing of information. The DEIN assistant collects all information 

that is relevant for a user and disseminates the expertôs conclusions/estimates (i.e. outputs) to other 

experts or processes that can use them. In addition, such an assistant triggers expertôs attention. The 

DEIN system supports delivery of the right information to the right person at the right moment in time. 

More details about the integration please check (2). 

Table 4 Summary of the impacts to separate PREDICT tools 

 PROCeed MYRIAD SBR/DEIN 

GUI Usability Keep It Simple Stupid 

(KISS) principle, concise 

GUI, minimum information 

for decision making 

KISS principle, aggregated 

risk visualization 

Dedicated graphical 

modelling for domain 

experts 

Platform 

Interoperability 

Web application, RESTful 

API for interaction 

RESTful API for interaction RESTful API for 

interaction 

Architecture Client-server three-tier 

application 

Backend server application Backend server 

application 
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6.3 Impacts on integration clusters 

This section focuses on the impacts of the integrated system by presenting detailed impacts to the 

three integration clusters. Comparing to the impacts on the separate tools, this section focuses on the 

dynamic workflow of the target system instead of overall system design.  

Brief summary of the integration clusters: 

¶ Cluster one is about the integration of PROCeed, MYRIAD and SBR. 

¶ Cluster two shows the integration of DEIN and DPIF. 

¶ Cluster three is the complete integration of cluster one and cluster two and the external 

systems like LCMS ï the national crisis management system used in the Netherlands.  

More details of the three integration clusters can be found in section III.5.1 of (2). 

 

Figure 24 Input and output of major iPDT components 

The input and output dependencies of the major iPDT components are illustrated in Figure 24. We 

deliberately excluded the DEIN and DPIF to focus on the core integration of the first integration cluster 

in this diagram. As long as the first integration cluster is implemented, the knowhow and techniques 

learned can be reused for the second integration cluster and the third integration cluster alike. Based 

on the HTA-base cognitive analysis and the subsequent discussion in previous sections, several 

impacts to the integration clusters and the corresponding recommendations are summarized in Table 

5. 
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